
4 Risk-Based Thinking and 
chronic uneasiness

A system is resilient if it can adjust its functioning prior to, during, or following 
events (changes, disturbances, and opportunities), and thereby sustain required 
operations under both expected and unexpected conditions.

Erik Hollnagel1

Only people can hold together these inherent imperfections, who create safety 
through practice at all levels of an organization.

Sidney Dekker2

Nothing is always as it seems

System operations are rarely trouble free. Both conditions and people are 
constantly changing. Planners cannot and do not anticipate all contingencies 
or situations. Budgets are approximations. Equipment wears out. Plans are 
incomplete. Schedules are rough guesses, based on experience. Inaccuracies 
exist in most technical procedures. Systems, equipment, and components may 
not be properly configured. People miscommunicate and make inaccurate 
assessments of capabilities and resources. The commercial workplace is fraught 
with multiple goals and organizations competing for scarce resources—there’s 
continual pressure to produce more for less in faster time.3 People throughout 
the organization attempt to achieve their objectives—faster, better, cheaper, and 
safer—all inherently conflicting.

What do you want people to do when:

•	 current plans won’t work for current conditions?
•	 conflicting goals arise?
•	 resources are inadequate for the task at hand?
•	 demands or tempo suddenly escalate?
•	 they’re surprised?
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76 Risk-Based Thinking and uneasiness

While it would seem that this complicated array of considerations would 
raise everyone’s awareness about the potential for problems to develop, there 
is an almost universal tendency among executives, managers, and even workers 
to be overly optimistic about how their systems perform—perhaps because 
nothing bad has happened. Yet, this attitude actually makes them increasingly 
likely to fail. Wisdom demands that organizations become more realistic about 
what it takes to create and maintain a productive and safe system. Things do not 
always go as planned. Yet, to improve reliability and to optimize resilience in 
a hazardous environment, you must recognize several unrealistic assumptions 
about organization. Here is a list of faulty thinking that tends to promote an 
overly optimistic view of organizations and systems:4

•	 You believe facility systems are well designed and scrupulously maintained—
the physical plant is, in effect, safe.

•	 You think designers foresee and anticipate all contingencies, even minor 
ones—there are no surprises.

•	 You consider procedures to be complete and correct, available, and usable 
for every occasion—every job is routine.

•	 You assume that people will behave as we expect them to—as they are 
trained to.

•	 We presume that compliance with requirements makes us safe—we’re safe.
•	 You assume that if we pass all evaluations and audits, improvement is 

unnecessary—nothing needs to change.

None of these assumptions are ever fully true. No system is perfect. In reality, 
operations, the workplace, and its organizational system are all fraught with 
uncertainty, complexity, change, limited resources, and inherent conflicts—all 
dynamic. And, nothing is always as it seems. The work conditions encountered 
by front-line workers almost always differ from what is specified in procedures 
and instructions.5 Compliance is important, but it is dangerous if performed 
mindlessly, without thinking. Therefore, front-line workers must be able and 
ready to adapt when needed to protect assets from potential harm when they 
encounter unanticipated pathways between hazards and assets. Being able to 
adapt means front-line workers must possess higher levels of technical knowledge 
and possess a clearer sense of the organization’s business purposes. Such an 
insight about the organization and the immediate work environment should 
understandably stimulate a degree of uneasiness and caution toward one’s work.

Important reminder. In the event described below, which occurred almost 
30 years ago, the mechanics were the assets. The hazard to the safety of the 
mechanics was a rotating shaft—the pathway for harm since they were working 
the pump. The rotation of the shaft was prevented by an open circuit breaker 
interrupting power to the electric motor that operated the pump. Today, such 
circuit breakers would normally be racked out, tagged, and locked out. Kelly was 
the human being at the motor’s circuit breaker controls—at the touchpoint.
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Event: first impressions are last impressions
Traffic had done its best to frustrate Kelly’s commute to the plant, but the young 
electrician remained zealous about his new job. Kelly was very proud of his recent 
qualification as a journeyman electrician. After so much training, he was eager to 
demonstrate his newly acquired skills. Now, two hours later, he sat in a situation 
even more frustrating than afternoon rush hour traffic. Kelly stared at the 4000-volt 
(4 kV) circuit breaker he was to rack out,6 with his right hand on the control switch.

This particular evening, Kelly’s crew was shorthanded. Wes, another crew 
leader, assigned Kelly the task of racking out several 4 kV circuit breakers for  a 
periodic overhaul. Kelly’s normal crew leader had called in sick, and so Wes had 
responsibility to oversee two crews. Wes knew Kelly was recently qualified, and 
he wished he could spend time observing and coaching him this first time, but 
too many higher priority jobs demanded his time. Since Wes helped write the 
procedure that Kelly would use, he felt confident nothing would go wrong.

With the circuit breakers out of service, it was an opportune time to overhaul 
the pump’s sealing mechanisms. Two mechanics on the floor were waiting for him 
to rack out the breaker to the pump motor. Or perhaps they weren’t waiting. They 
may have started work already, since the breaker was already open. Even though 
there was a lot of pressure to get things done on schedule, Kelly had to wait over 
an hour to get permission from the control room before proceeding with the task 
that really didn’t need permission—it seemed like a dumb rule. In the back of his 
mind, he wanted to complete this job before break time. He knew the policy that if 
you did not take your break on time, you did not get one later. Kelly needed to act 
quickly—and besides, the break was scheduled to start in five minutes.

Even though the circuit breaker was already open, the procedure called for the 
“local trip” (open) push button to be depressed to ensure the breaker was indeed 
open. This was a normal safety practice to prevent personnel injury from inadvertently 
racking out a circuit breaker under load. Kelly was confused because the illustration 
in the procedure depicted push buttons different from this particular circuit breaker.

Kelly scowled at the two unlabeled push buttons in front of him. More than six 
months ago, he vaguely remembered talking about this breaker during classroom 
training, and he never got the chance to actually operate one during his On-the-
Job-Training (OJT) period.

Long ago, repeated use had rubbed off any markings on the push buttons. What 
a stupid situation, he thought. Kelly was angry and frustrated, wanting to do a good 
job—to prove himself to the other electricians. One button opens the breaker to 
interrupt power to the pump motor. The other closes it. He looked around for a 
nearby telephone to call Wes, but found none. He had to choose. Perhaps there is 
some logic to which one is on top. Kelly figured there must be. He guessed top for 
“open” and pressed the button.

In that instant, the circuit closed with a disheartening loud clunk, and 4,160 
volts of power surged through the line to the motor. Kelly suddenly realized his 
mistake and immediately depressed the other button, hoping it would trip open 
the breaker. It did. Fortunately, the mechanics overhauling the pump had just left 
the area to go on their break, and no one was hurt when the pump started. Kelly 
learned a valuable lesson that evening, not proceeding in the face of uncertainty. 
One simple action—one unwise assumption—can kill.

It would be easy to simply point the finger at Kelly, indicating what he should 
have or could have done to avoid such a serious near-miss tragedy. Yes, he 
chose to push “a” button when he was uncertain about it. But, really, under the 
circumstances, what else would you expect Kelly to do?
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78 Risk-Based Thinking and uneasiness

Risk-Based Thinking—four cornerstone habits of thought

As reflected in the quotes at the beginning of this chapter, Dr. Erik Hollnagel 
declares that resilient performance involves the ability to adjust, while Sidney 
Dekker asserts that it is people who create safety. This section describes how 
people can adjust their performance in response to disturbances, changes, and 
even opportunities to not only reduce the number of things that go wrong 
(error and harm), but also increase the number of things that go right (CRiTiCal 
sTeps). The more likely that something goes right, the less likely that it will 
go wrong.7 The approach described in the following pages involves a way of 
thinking—a way of doing work, a way of managing, a way of doing business.

A first principle is a basic, foundational assumption that cannot be reasoned 
from any other proposition—all other conclusions and practices in a particular 
domain are based on one central idea. In order to sustain order in any system, if 
it is to minimize the occurrence of harm, it must avoid losing control of intrinsic 
operational hazards and minimize the resulting injury, damage, or loss, if it does. 
Dr. Erik Hollnagel, among other notable researchers in resilience engineering, 
identified four cornerstone organizational qualities important for its success and 
safety.8 The exercise of control and the minimization of harm are undertaken by 
creating risk-relevant operational knowledge through anticipation, monitoring, 
responding, and learning, which collectively I refer to as Risk-Based Thinking. If 
you and your organization are not using these four “habits of thought” consistently 
in the management of the Hu risk in your operations, you will likely not be 
successful in the long run. As a fundamental first principle of operational Hu—
anyone can apply these habits of thought, anywhere, for any activity, any time. 
Risk-Based Thinking applies to all human functions at any organizational level: 
plant operations, management practices, construction, maintenance, engineering 
design, and all the way up the corporate ladder to the boardroom.

Risk-Based Thinking offers a means of systematically considering how 
to make changes that preserve safety and continue to operate. The four 
cornerstones of Risk-Based Thinking include the following mental practices 
or habits of thought:9

1 Anticipate—know what to expect
2 Monitor—know what to pay attention to
3 Respond—know what to do
4 Learn—know what has happened, what is happening, and what to change.

Illustrated in Figure 4.1, these four habits of thought form the core of Risk-
Based Thinking. Risk-Based Thinking is slow thinking, encouraging people to 
reflect—to know—on their work proactively, deliberately, and logically—not in a 
rush—to make things go right instead of mindlessly letting things happen to them.10

Using a sports-related principle, you are “playing to win,” instead of “playing 
not to lose.” The traditional view of safety tends to promote a play-not-to-lose 
mentality—avoiding harm. Although still a valid strategy, it focuses almost 
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Figure 4.1 The four cornerstone habits of thought associated with Risk-Based Thinking. 
Risk-Based Thinking emphasizes knowing the facts relevant to the work at hand—
assets, hazards, their pathways, and respective human touchpoints

exclusively on not doing unsafe acts or eliminating/avoiding specific hazardous 
conditions. Risk-Based Thinking, on the other hand, promotes a play-to-win 
mentality—identifying what absolutely has to go right—do the right thing to 
the right thing the right way. Do what needs to be done to exercise positive 
control and protect assets. This is another way of saying safety is what you do. 
As introduced in Chapter 2, the Hu Risk Management Model offers the user 
a structure for thinking about assets and their hazards and what to manage—
pathways and touchpoints.

Risk-Based Thinking enables foresight and flexibility—even when surprised. 
Conceivably, it could be said that, although you cannot prepare for every adverse scenario, 
you can be ready for anything. When Risk-Based Thinking is integrated into the DNA 
of an organization’s way of doing business, people could be ready for any surprise. 
Let’s look at each cornerstone in more detail to know what they look like in practice.

Anticipate—know what to expect

Anticipate means to foresee the implications of the task at hand—what is to 
be accomplished and what is to be avoided. The accomplishment specifies 
what’s different after work—the expected changes in state assets will undergo 
during operational processes to achieve a desired work output. It’s important to 
understand what to avoid as well—the particular harm that could occur if one loses 
control. First, front-line workers must think intentionally and specifically about 
what could go wrong in light of what is to be accomplished. Accomplishments 
point to assets and their related transfers of energy, movements of mass, and/
or transmissions of information necessary to add value. People in high-reliability 
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organizations generally think in terms of consequences—how bad it could be if 
control was lost. Not only do they foresee what is likely to happen, they also 
imagine the worst-case scenario—looking ahead for the possible pitfalls, and their 
potential consequences. Then, front-line workers consider what has to go right. 
Front-line workers imagine how they could lose control—thinking about error 
traps, disruptions, pressures, and how to maintain positive control of hazardous 
processes—the specific controls, contingencies, resources, STOP-work criteria, 
and communications to ensure success. This then ensures that means are in place 
to avoid loss of control—to exercise positive control and to ensure defenses are 
in place to protect the assets from harm. People are prepared to face not only the 
expected, but the unexpected as well. Anticipation leads to preparation.

The Hu Risk Management Model (Asset + Hazard + Human → Risk) 
gives the user a structure for thinking about what has to happen in contrast to 
what could happen. It should be apparent that technical knowledge and expertise 
is an important prerequisite local factor to effective anticipation.

Warning! The problem with the future is that more things might happen 
than will happen. However, front-line workers should focus on situations 
and consequences that pose the greatest risks to assets.

What does anticipation look like? Below I offer a few examples of how top 
performing individuals and organizations develop foresight of what could go 
wrong and what must go right, given the work at hand:

Front-line workers:

•	 Conduct pre-job briefings, where people talk about intended work 
accomplishments. People ask, “What are we trying to accomplish?” They talk 
about the desired work outputs to be achieved and the criteria for success.

•	 Identify the important assets in the work—what to protect during work.
•	 Acknowledge specific operational hazards for the work at hand, and the 

means to control and contain them—the pathways to harm, where assets 
are exposed to hazards.

•	 Pinpoint procedure steps and other human actions (touchpoints) that could 
trigger transfers of energy, movements of mass, or transmissions of information 
that alter the state of assets. Identify points of no return, i.e., CRiTiCal sTeps.

•	 Ask questions, such as, “What if?” expressing doubts and differing 
opinions—they challenge assumptions.

•	 Visualize how control could be lost, given the context of the work at 
hand, and discuss what to do to retain positive control. Talk about possible 
consequences, asking, “What would happen if we lose control at a specific 
step in the procedure?”, “What is the worst that could happen?”, or “How 
bad could it be?”
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•	 Create contingencies (what to do, if…) and STOP-work criteria (stop 
rules) to stop transfers of energy, movements of mass, or transmissions of 
information before assets suffer harm.

•	 Prepare for exercising positive control, but also for the worst-case outcomes.
•	 Review events and errors from previous jobs and talk about how to avoid 

similar occurrences.

Line managers:

•	 Define future operational threats and communicate them to front-line 
personnel in a timely fashion.

•	 Identify high-hazard, operational risks that require greater focus, control, 
and standby resources.

•	 Ensure training adequately focuses on the intrinsic hazards associated with 
the technology and emphasize Risk-Based Thinking in skills training.

These questions help people think in terms of consequences, rather than 
likelihoods. We tend to underestimate likelihoods of bad things happening 
because we overestimate our ability to control a situation. Getting people to 
think about consequences is an important success factor for anticipation. 
Contingencies are identified—as well as gathering necessary resources needed 
to activate those contingencies. Once people begin thinking this way, it is natural 
to segue to think about what must go right—what to pay attention to.

Monitor—know what to pay attention to

Knowing what to pay attention to promotes recognition and early response to 
situations that could result in harm. Sound technical expertise, time, and effective 
anticipation help establish this knowledge. Front-line workers more readily 
recognize the creation of pathways for intrinsic process hazards—impending 
transfers of energy, movements of mass, and transmissions of information. Also, 
front-line workers more readily recognize the CRiTiCal sTeps—touchpoints that 
absolutely have to go right the first time, every time, whether planned or unplanned. 
All persons engaged in the work monitor changes in critical parameters—not only 
for safety but also for quality. Recall from Chapter 2 that for every asset there is 
a “safe operating envelop” (SOE). Every asset has a set of critical parameters that 
define possibly multiple boundaries within which an asset’s safety is preserved.

Note. It should be apparent that monitoring is a form of real-time learning 
for front-line personnel. Monitoring optimizes situation awareness.

Critical parameters provide important information about changes in the 
state of assets (product, equipment, etc.), helping operators and craftsmen 
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know where the asset is in relation to its safety limits. For example, for an 
aircraft, altitude, airspeed, fuel loading, and oil pressure are just a few critical 
parameters important for its safe operation. Such focused monitoring enables 
early response to an off-normal situation that either gets the task back on track, 
or helps to minimize the harm done.

Front-line workers must know and attend to an asset’s critical parameters 
during particular phases of production processes—where changes in the state 
of product, property, or people occur; where they touch things (do work). 
Changes in state occur after a pathway is opened. Some touchpoints, referred 
to as CRiTiCal sTeps, are more important than others because of the energies 
involved, or the volume of mass moved, or the sensitivity of the information 
transmitted. These touchpoints have to go right—the first time, every time—
or else, harm could ensue. Readiness and attention must be piqued at these 
special touchpoints, which are highlighted by specific critical parameters. As 
one of the building blocks of H&OP and its importance to safety, an entire 
chapter is devoted to the topic of CRiTiCal sTeps (see Chapter 5).

“Long-term survival in the wilderness depends on having the right attitude.”
 —Scott McMillion

Author: The Mark of the Grizzly (1998)

Monitoring is enhanced by an ongoing mindfulness of the safety of assets, 
which I refer to as “chronic uneasiness.” Chronic uneasiness is marked by a 
preoccupation with harm to assets and the formation of pathways. (A more 
detailed discussion of chronic uneasiness occurs later in this chapter.) The 
following practices are known to improve the effectiveness of monitoring.

Front-line workers:

•	 Recognize the creation of pathways between assets and hazards. They are 
alert for impending transfers of energy, movements of mass, or transmissions 
of information that may or may not be denoted in the procedure.

•	 Pay close attention to the occurrence of CRiTiCal sTeps and their related 
Risk-Important Actions.

•	 Check on the presence of workplace conditions that could adversely 
influence their control of the work—error traps, adjusting as needed to 
minimize their impact on their performance.

•	 Verify the integrity of defenses (controls, barriers, and safeguards) necessary 
to protect assets during work.

•	 During work, concentrate on assets’ critical parameters most indicative of 
the assets’ safety.

Line managers:

•	 Conduct in-field observations, providing and receiving feedback (see 
Chapter 7), including training.
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•	 Develop and regularly review leading indicators for safety (especially those 
that increase as safety is enhanced).

•	 Monitor key indicators (lagging and leading) of plant’s technical health.

While knowing what to pay attention to is an important prerequisite to 
creating safe outcomes, knowing what to do preserves safety. Unless front-line 
workers are able to respond—adjust—to workplace changes, disturbances, and 
surprises, the company will not long survive.

Respond—know what to do

This practice is the most important of the four. Prolonged inability to respond 
to threats, challenges, opportunities, or responding wrongly, could put people’s 
health and well-being or even the organization’s existence in peril. Safety, 
quality, reliability, and even profitability is sustained by an organization’s ability 
to recognize, adapt to, and absorb threats, disruptions, and disturbances—as 
well as human error.11 Again, this strongly suggests that safety is what you do.

“Human operators must remain in control of their machinery at all times. 
Any time the machinery operates without the knowledge, understanding, 
and assent of its human controllers, the machine is out of control.”

—H.C. (Hop) Howlett
Author: Industrial Operator’s Handbook (1995)

As a result of mindful monitoring, front-line workers take action to exercise 
“positive control” at CRiTiCal sTeps, adjusting their actions as necessary to 
protect key assets. Positive control is defined as “What is intended to happen, 
is what happens, and that is all that happens.” Front-line workers respond 
properly to make sure the right thing happens to the right thing—the right 
way at the right time—regardless of what procedures say, doing what is 
necessary, with the resources at hand, to make the situation safe for assets. 
Plant operators, surgeons, air traffic controllers, and pilots know this concept 
well. I’m not referring to positive control from a scientific, experimental 
perspective. I am referring to the positive control of operations in the 
workplace—positive control of transfers of energy, movements of mass, and 
transmissions of information. For workers to exercise positive control, two 
primary pre-conditions must exist. Without either, there is no control. Front-
line workers must have both:

•	 the means to know the true state of assets, hazards, and related equipment 
(e.g., critical parameters);

•	 the capability and resources to physically manipulate or interact with assets 
and hazards so as to alter an asset’s state, with the desired precision, 
including technical expertise (if not their own, they know how to get it), 
tools, time, material, etc.
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So, what does responding look like? Responding involves one or more of 
the following: (1) eliminate, (2) prevent, (3) catch, (4) detect, or (5) mitigate. 
Once a pathway is either imminent or present, the performer may (1) choose 
to eliminate the task (not do it), (2) take actions to avoid losing control (error) 
during the task, (3) catch the occurrence of an error in the act, (4) detect the 
results of an error (defect or unusual condition) after the act, or (5) take measures 
to minimize the damage, injury, or loss if none of the previous tactics worked. 
The foregoing sequence is sometimes referred to as the “hierarchy of controls.” 
The following list provides examples of behaviors and actions that help sustain 
positive control of transfers of energy, movements of mass, or transmissions of 
information and protection of assets during work.

Front-line workers:

•	 Before starting work, establish or verify “necessary” conditions exist to 
accomplish the work as planned (such as verifying initial conditions, 
availability of procedures and operating aids, staging of necessary tools and 
materials to get the work done, including placing additional safety equipment 
in standby for higher-risk situations or greater uncertainty (just in case).

•	 Compensate for missing items discovered during work, such as insufficient 
parts and tools or other resources necessary to complete the work.

•	 During work, take actions to avoid foreseeable problems or consequences, 
if continuance with current plan would lead to trouble. For unexpected 
situations (surprises) encountered during high-risk work, then stop the 
work in progress and obtain technical assistance. Stopping work involves 
suspending all transfers of energy, movements of mass, and transmissions 
of information related to the technical production process.

•	 Apply specific Hu tools, such as procedures use and adherence, self-
checking, and peer-checking, before performing important human actions 
(see Appendix 3).

•	 Prove a work situation is safe for assets before initiating transfers energy, 
movements of mass, or transmissions of information (e.g., verify the 
outcomes of previously performed RIAs).

•	 Implement contingencies (what to do if…) and STOP-work criteria (rules 
to stop all transfers of energy, movements of mass, and transmissions of 
information) when the safety of assets is threatened. Slow down the work 
tempo as needed to retain positive control.

•	 Make conservative decisions, when production and safety goals conflict.
•	 Take timely actions to prevent assets from exceeding their respective safety 

limits. Otherwise, take necessary actions to minimize harm to assets when 
critical parameters for safety have been exceeded.

•	 Never proceed in the face of uncertainty!

Line managers:

•	 Arrange for extra safety equipment and resources for high-risk operations. 
Perform management oversight when needed.
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•	 Execute emergency organizations as needed in response changing 
operational conditions, ensuring people with requisite expertise are engaged 
in operational decision-making.

•	 Regularly verify emergency equipment and resources are operable and 
available. Verify maintenance is conducted on technical structures, systems, 
and components as well as safety equipment.

•	 Avoid living with problems, correcting problems as soon as practicable after 
discovery.

•	 Allow for flexible response to off-normal situations for the purposes of 
safety, when procedures and expectations are unclear.

Before beginning work, supervisors and workers develop contingencies 
(what to do if…), “hold points” (for important checks before proceeding), and 
abort criteria (when to stop) so as to respond appropriately when instructions 
are unclear, things don’t go as planned, or they are otherwise surprised. These 
discussions are forms of anticipation. Proactively, they identify ways to exert 
positive control on the right thing, at the right time, in the right way—consistent 
with the asset’s need for safety.

But, if you are unsure you can ascertain the safety of an asset, STOP and 
get help, if at all practicable. When time is available, stopping any transfers 
of energy, movements of mass, or transmissions of information is preferable, 
especially when uncertainty arises at CRiTiCal sTeps. Error rates associated with 
uncertainty are usually high. Technical expertise is needed when uncertainty 
arises. Successful adjustments to uncertainty—the ability to cope effectively 
with an immediate threat—depend greatly on people’s technical knowledge 
of the system (expertise) and accurate situation awareness. However, I believe 
anticipating, monitoring, and responding well depends on learning.

Learn—know what has happened, what is happening, and what to change

Workplace learning occurs when a person does something in response to new 
information—when behavior changes. Just as risk is dynamic, learning must 
necessarily be dynamic—continuous—occurring not only before, but also 
during, and even after work. For every high-risk task in the workplace, front-
line workers consider previous work experiences (the past). Knowing what 
went wrong previously (known as operating experience), whether locally or 
within the industry, provides insight into what to avoid “the next go around.” 
Also, it is worthwhile to understand how the job went right last time in spite of 
the conditions that were encountered.

Systems-thinking managers understand that there are no perfect procedures 
or work plans, and that risks change dynamically during work. Therefore, 
managers promote a chronic uneasiness among the workforce to enable them to 
readily recognize surprise pathways and the appearance of CRiTiCal sTeps—a 
form of real-time learning. Awareness of current risk conditions and activities 
during the task at hand (the present) enables front-line workers to either halt 
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the operation that could cause harm or make appropriate adjustments before 
proceeding so as to protect important assets from harm.

Opportunities for learning happen also after the work is completed. Because 
work-as-done almost always differs from work-as-imagined, front-line workers are 
encouraged to report significant differences between them, even when nothing 
bad happens. These differences, whether for good or bad, offer managers keen 
insight into the effectiveness of their management systems. Supervisors and 
the principal front-line workers capture such learning during brief meetings 
referred to as post-job reviews or after-action reviews (see Appendix 3). Such 
information can be tracked to resolution using Corrective Action / Preventive 
Action (CA/PA) process.

Finally, learning demands humility. Without humility, no one learns. 
Without “intellectual humility,” you are unable to learn.12 Intellectual humility 
acknowledges your own fallibility and that others may know something about 
the operation that you don’t know. If you have no doubts about the integrity of 
your system and its defenses you tend not to listen and stop asking questions. 
Humility does not come easy to any leader.

Beside the classical classroom training venue, learning occurs several ways 
in multiple locales in the workplace. Here are a few practical examples of what 
learning looks like operationally:

Front-line workers:

•	 Before starting work, take time to discuss lessons learned from previous 
challenges, events, and successes for the task at hand. People pinpoint what 
will be done differently to avoid previous errors and events and to ensure 
success.

•	 Maintain real-time situation awareness of critical parameters—continuously 
updating one’s mental model of the technical process.

•	 Challenge assumptions and misunderstandings, correcting at-risk practices of 
co-workers, supervisors, and even managers. You are your brother’s keeper!

•	 Call periodic timeouts from the work during natural pauses, especially 
before commencing critical phases, to discuss with co-workers current 
work status, future actions, and potential pitfalls to avoid.

•	 Defer to those with requisite technical expertise for important operational 
decisions.

•	 After completing work, take time to discuss surprises—differences between 
work-as-done and work-as-imagined (post-job reviews), close calls, and other 
adjustments needed to achieve desired accomplishments; follow up by 
submitting a report of significant issues experienced during a task.

Line managers:

•	 Regularly observe pre-job briefings, work in progress in the field, and post-
job reviews, engaging front-line workers to better understand how they are 
successful, despite prevailing workplace conditions.

Review Copy - Not for Distribution 
Tony Muschara - Muschara Error Management Consulting, LLC - 12/12/2017 



Risk-Based Thinking and uneasiness  87

•	 Practice high-consequence scenarios during simulator/laboratory training 
and emergency drills.

•	 Ensure front-line personnel take advantage of operating experience.
•	 Thank and reinforce people for safe work practices. Coach and correct 

those who exhibit unacceptable or at-risk practices. Be specific—avoid 
generalities.

•	 Schedule time for front-line workers to participate in refresher training—
to keep them abreast of procedure and equipment changes, to refresh 
fundamental knowledge, and to study relevant operating experience reports.

•	 Actively encourage a willingness to reveal personal errors, shortcuts taken, 
and near-misses—reinforcing people and avoiding punishment in any form 
when people share such information. Assure subordinates that they will 
not be punished for isolated, one-off “honest mistakes.”13 The dignity of 
persons is upheld and valued.

•	 Are accountable for using a CA/PA process.
•	 Promptly respond to reports from front-line workers.
•	 Follow through with learning from reports, benchmarking, self-

assessments, and adverse trends using a corrective action / preventive action 
tracking system, which managers are held accountable to.

•	 Adopt a systems view versus a person view during analysis of events.

In summary, Risk-Based Thinking enhances the real-time risk assessment 
during operations—it’s an operating philosophy that everyone at all levels of the 
organization can apply regularly without referring to a procedure. These four 
habits of thought form the basis of resilience—the flexibility to adapt as needed 
to protect assets from harm when uncertainty arises. Integrating Risk-Based 
Thinking into line operations helps line managers, supervisors, and front-line 
workers systematically think about, plan for, and respond to critical situations—
whether expected or unexpected. Risk-Based Thinking combined with the 
Hu Risk Management Model (Asset + Hazard + Human → Risk) helps 
people recognize pathways and CRiTiCal sTeps, including those not denoted in a 
procedure. Any human function—whether operations, maintenance, engineering, 
clerical work, and even top-level management—can benefit from using this first 
principle. Table 4.1 summarizes some of the key attributes of Risk-Based Thinking.

Chronic uneasiness

As the Engineering Officer of the Watch (EOOW) responsible for the operation 
of the nuclear propulsion system and related engineering spaces of a nuclear 
submarine, I would walk through the plant once during each six-hour shift 
to inspect the plant’s material condition and housekeeping, check on critical 
parameters of important equipment, and assess the knowledge and alertness of 
the enlisted operators. I looked forward to this break from the cramped confines 
of the submarine’s “Maneuvering Room.” The “gemba walk” took me alongside 
process equipment, propulsion systems, and a nuclear reactor operating at high 

Review Copy - Not for Distribution 
Tony Muschara - Muschara Error Management Consulting, LLC - 12/12/2017 



Ta
bl

e 
4.

1 
Su

m
m

ar
y 

of
 th

e 
ke

y 
at

tr
ib

ut
es

 o
f R

is
k
-B

a
se

d
 T

h
in

k
in

g

A
nt

ici
pa

te
M

on
ito

r
R

es
po

nd
L

ea
rn

•	
R

ev
ie

w
 p

ro
ce

du
re

s 
an

d 
ot

he
r 

gu
id

in
g 

do
cu

m
en

ts
, i

nc
lu

di
ng

 
em

er
ge

nc
y 

pr
oc

ed
ur

es
 b

ef
or

e 
st

ar
tin

g 
w

or
k

•	
K

no
w

 d
es

ir
ed

 
ac

co
m

pl
is

hm
en

ts
 (

ch
an

ge
s 

in
 

st
at

e 
of

 a
ss

et
s)

 a
nd

 c
ri

te
ri

a 
fo

r 
su

cc
es

s 
(b

us
in

es
s 

ob
je

ct
iv

es
)

•	
Pi

np
oi

nt
 a

ss
et

s 
an

d 
in

tr
in

si
c 

h
az

ar
ds

 fo
r 

w
or

k 
at

 h
an

d
•	

K
no

w
 w

he
n 

pa
th

w
ay

s 
an

d 
re

la
te

d 
to

uc
h

po
in

ts
 w

ill
 

oc
cu

r 
in

 w
or

k
•	

K
no

w
 w

ha
t t

o 
av

oi
d 

(h
ar

m
 

du
e 

to
 lo

ss
 o

f c
on

tr
ol

 o
f 

h
az

ar
ds

 d
ur

in
g 

w
or

k)
•	

A
sk

 “
W

ha
t i

f…
?”

•	
D

ev
el

op
 c

on
tin

ge
nc

ie
s 

an
d 

ST
O

P-
w

or
k 

cr
ite

ri
a

•	
B

e 
m

in
df

ul
 o

f a
nd

 r
ec

og
ni

ze
 

pa
th

w
ay

s 
th

at
 p

oi
se

 th
e 

pr
od

uc
tio

n 
sy

st
em

 to
:

 ◦
tr

an
sf

er
 e

ne
rg

y
 ◦

m
ov

e 
m

as
s

 ◦
tr

an
sm

it 
in

fo
rm

at
io

n
•	

R
ec

og
ni

ze
 t

ou
ch

po
in

ts
, 

es
pe

ci
al

ly
 C

R
iT

iC
a

l 
sT

e
ps

•	
Ve

ri
fy

 in
te

gr
ity

 o
f d

ef
en

se
s

•	
C

he
ck

 a
nd

 v
al

id
at

e 
as

se
t’

s 
cr

iti
ca

l p
ar

am
et

er
s 

re
gu

la
rl

y 
du

ri
ng

 w
or

k 
(s

af
e 

op
er

at
in

g 
en

ve
lo

p)
•	

E
st

ab
lis

h 
m

an
ag

em
en

t 
ov

er
si

gh
t f

or
 h

ig
h-

ri
sk

 
op

er
at

io
ns

•	
Pr

ov
e 

w
or

k 
is

 s
af

e 
be

fo
re

 
pr

oc
ee

di
ng

. N
ev

er
 p

ro
ce

ed
 in

 
th

e 
fa

ce
 o

f u
nc

er
ta

in
ty

!
•	

St
ag

e 
ad

di
tio

na
l r

es
ou

rc
es

 ju
st

 
in

 c
as

e 
to

 r
es

po
nd

 to
 s

ur
pr

is
e 

si
tu

at
io

ns
•	

Fo
llo

w
 a

pp
ro

ve
d 

pr
oc

ed
ur

es
 

an
d 

ex
pe

ct
at

io
ns

 u
nl

es
s 

th
ey

 
w

ill
 b

e 
ha

rm
fu

l i
f f

ol
lo

w
ed

 a
s 

w
ri

tt
en

•	
E

xe
rc

is
e 

po
si

tiv
e 

co
nt

ro
l a

t 
C

R
iT

iC
a

l 
sT

e
ps

 d
ur

in
g 

w
or

k
•	

M
ak

e 
co

ns
er

va
tiv

e 
de

ci
si

on
s

•	
U

se
 H

u 
to

ol
s 

as
 n

ee
de

d
•	

A
pp

ly
 c

on
tin

ge
nc

ie
s,

 S
T

O
P-

w
or

k 
cr

ite
ri

a,
 o

r 
em

er
ge

nc
y 

pr
oc

ed
ur

es
 w

he
n 

ne
ed

ed
•	

Ta
ke

 ti
m

el
y 

ac
tio

ns
 to

 p
ro

te
ct

 
as

se
ts

 fr
om

 h
ar

m
 w

ith
 

w
ha

te
ve

r 
m

ea
ns

•	
B

e 
hu

m
bl

e
•	

R
ec

al
l o

pe
ra

tin
g 

ex
pe

ri
en

ce
s 

of
 

si
m

ila
r 

jo
bs

 a
nd

 d
is

cu
ss

 h
ow

 
to

 a
vo

id
 r

el
ev

an
t m

is
-s

te
ps

 fo
r 

ta
sk

s 
at

 h
an

d
•	

C
al

l t
im

eo
ut

s 
be

fo
re

 
C

R
iT

iC
a

l 
sT

e
ps

, s
to

pp
in

g 
w

or
k 

m
om

en
ta

ri
ly

 to
 v

er
ify

 
ev

er
yo

ne
 u

nd
er

st
an

ds
 th

e 
cu

rr
en

t r
is

k 
si

tu
at

io
n

•	
D

ef
er

 to
 th

os
e 

w
ith

 e
xp

er
tis

e 
fo

r 
op

er
at

io
na

l d
ec

is
io

ns
•	

M
an

ag
er

s 
en

ga
ge

 fr
on

t-
lin

e 
w

or
ke

rs
 d

ur
in

g 
fie

ld
 

ob
se

rv
at

io
ns

•	
R

ep
or

t s
ig

ni
fic

an
t d

iff
er

en
ce

s 
be

tw
ee

n 
w

or
k-

as
-d

on
e a

nd
 

w
or

k-
as

-i
m

ag
in

ed
•	

H
ol

d 
m

an
ag

er
s 

ac
co

un
ta

bl
e 

fo
r 

C
A

/P
A

s
•	

M
an

ag
er

s 
ad

op
t a

 s
ys

te
m

s 
vi

ew
 o

f p
er

fo
rm

an
ce

Review Copy - Not for Distribution 
Tony Muschara - Muschara Error Management Consulting, LLC - 12/12/2017 



Risk-Based Thinking and uneasiness  89

temperatures, high pressures, high voltages, high RPM, and in the presence of 
nuclear radiation. However, there was one place in the propulsion spaces that always 
gave me the jitters. I was always fearful to stand or even walk near the 4500/3000 psi 
high-pressure air-reducing station. A pin-hole leak at such high pressures would 
pierce your flesh faster than a hot knife through butter. You could say I was uneasy.

“I am always scared. Imagination and fear are among the best engineering 
tools for preventing tragedy.”

—Henry Petroski
Author: To Engineer is Human (1985)

A trait of high-reliability organizations (HRO) related to a healthy chronic 
uneasiness is that its people are “preoccupied with failure”14—one of five 
key tenets described in Managing the Unexpected by Karl Weick and Kathleen 
Sutcliffe.15 Although this principle was originally oriented toward learning from 
small failures, the attitude advocated by Weick and Sutcliffe is just as applicable 
to anticipating and avoiding harm in real time.

A true professional’s mind-set for every job, regardless of how simple or 
routine, is to perform the work error free. However, it is not uncommon that 
performers in high-hazard industries are most at risk when they have gained 
enough experience to become comfortable with the risks they encounter 
regularly.16 Remember the RCA Building ironworkers? After a while on the job, 
they began to believe they worked in a safe environment (because nothing bad 
has happened) rather than in an intrinsically dangerous one. True professionals, 
regardless of competency, proficiency, and experience, possess an ongoing 
wariness of the assets and hazards in their work—chronic uneasiness. They 
understand implicitly that they work amidst multiple hazards in an unforgiving 
environment that is subject to unexpected occurrences and unfamiliar or 
hidden conditions. Even though they expect success, they are mindful of any 
action that involves a transfer of energy, movement of mass, or transmission 
of information. They exercise positive control of those actions to avoid critical 
mistakes that could trigger a loss of control of hazards.

“If you don’t have doubts, you haven’t been paying attention.”
—unknown

But vigilance is difficult to sustain, and these high-risk situations are not 
always highlighted in procedures. Too often people go about their day-to-day 
business unaware of hazards around them. If “nothing has ever gone wrong,” 
they will likely think that “nothing will go wrong today.” Routine success 
desensitizes people to the threat of harm, while all their focus is directed toward 
achieving ever-present production objectives. A chronic uneasiness guards 
against this bias commonly referred to as complacency. I think John Krakauer, 
in his book Into Thin Air, summarizes this unhealthy attitude most succinctly in 
the following excerpt:17
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90 Risk-Based Thinking and uneasiness

… the sort of individual who is programmed to ignore personal distress 
and keep pushing for the top is frequently programmed to disregard signs 
of grave and imminent danger as well. This forms the nub of a dilemma 
that every Everest climber eventually comes up against: in order to 
succeed you must be exceedingly driven, but if you’re too driven you’re 
likely to die. Above 26,000 feet, moreover, the line between appropriate 
zeal and reckless summit fever becomes grievously thin. Thus, the slopes 
of Everest are littered with corpses.

Summit fever can blind you to the occurrence of pathways and CRiTiCal 
sTeps. The following attitudes characterize the two extremes of people with and 
without a chronic unease:

•	 People without a chronic unease: “I’ve done this job every day for the last 
month, and nothing ever changes. I don’t need to worry about it; I’ve got this.”

•	 People with a chronic unease: “I’ve done this job every day for the last 
month, but something could be different. I’m working with some pretty 
nasty stuff. What could go wrong? Given the circumstances, what am I 
going to do to maintain control of my work?”

People in the first category usually are highly skilled in their work, proficient, 
and possess extensive experience. Or, they may have been extremely lucky! Top 
performers, on the other hand, are continuously mindful of two realities during 
their work. First, they have a lingering anxiety with transfers of energy, movements 
of mass, or transmissions of information that occur during their work, especially 
those associated with key assets. They continually update their mental picture of 
pathways of potential harm to key assets, continually learning, in real time. Second, 
they’re humble—they understand and acknowledge their own fallibility, blind 
spots, and their capacity to err. Regardless of experience, training, qualifications, 
education, and proficiency with a job, they know that making a mistake is always 
possible. They know that not everything is always as it seems and that they don’t 
know all there is to know. Land mines, error traps, insufficient resources, sudden 
changes in tempo, and unanticipated situations lurk in the workplace that could 
hurt someone or something if they let their guard down—even just for a moment.

“The thing that I really like about traveling or hiking in country where 
you know there are grizzly bears is that your hearing improves, your 
eyesight improves, your sense of smell improves. You’re paying attention 
a lot more. You’re a lot more alive if you are paying attention to bears. And, 
if you’re not paying attention, you can wind up a lot more dead.”

—Tom Murphy
Wildlife photographer

Front-line workers can never really relax while handling important assets 
and their intrinsic hazards.18 Nothing can be taken for granted. As Gene Kranz 
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of Apollo 13 fame (launched in the spring of 1970) is known to have said, 
“Failure is not an option.” People with a chronic uneasiness insist on facts—
they avoid assumptions and ambiguities when operational decisions pose a risk 
to assets, or place positive control of hazards in jeopardy. A chronic uneasiness 
encourages people to stand ready to revise their risk assessments—as new, 
confirming or contradictory information surfaces.19

Personal experience: following GPS instructions
Following procedures, checklists, and expectations is a lot like following the 
computer-generated instructions of a GPS (global positioning system) device. 
My grandson was scheduled to be the starting pitcher in a baseball game late one 
Saturday afternoon. The contest was at a park north of Atlanta that I had visited 
once before, but I was still hazy on how to get there. So, as many of us do, I 
entered the name of the park into the search field of my GPS app on my “smart” 
phone, found the place, and started navigation from my current position. GPS 
directions don’t always correspond to the printed road signs, and the “turn in X 
feet” announcements do not always correspond to the correct street. Or it may 
direct you down a one-way street, or into a construction site. I knew roughly 
where the park was, so I wasn’t too concerned.

Things went along smoothly until I heard an instruction to continue on a 
particular road for several miles, which in my gut I knew was wrong. From a 
previous visit, I recollected turning much earlier. I went with my gut and turned. 
I recognized the route and continued on. Meanwhile, the GPS is spouting out 
instructions to take the next turn, repeating new instructions each time I passed 
a designated turn. Finally, I arrived at my destination, and the GPS proudly 
announced, “Arrived.” The route I chose was quicker and shorter than the 
suggested GPS route. Not sure what the GPS unit was “thinking.” I continue to 
use my GPS, but I treat the directions with skepticism, particularly in an area that 
I don’t know well. GPS is very helpful, but not perfect.

As S.I. Hayakawa20 put it, “The map is not the territory.” A map is a frozen-
in-time likeness of the territory (reality). Reality is dynamic, not static. Factors to 
consider in following a GPS application:

•	 The software designer assumed certain conditions at the time of the app’s 
development.

•	 GPS is not real-time.
•	 GPS cannot detect current conditions.
•	 The user has to adapt to actual situations.

Similarly, operators should follow their procedures and checklists with a 
measure of caution and skepticism. One commercial nuclear electric utility in 
the Midwestern United States adopted the following catch phrase to promote a 
chronic uneasiness toward work: “Every day, every job, error free—treat nothing 
as routine.” Now that’s wisdom to live by.

Following technical procedures rigorously is most important to safety. 
However, too often people focus inordinately on compliance or avoiding 
mistakes, instead of what’s happening operationally. Do not let an operator or 
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technician follow a procedure or checklist mindlessly as if it is unquestionably 
correct in all respects. Just as the map is not the territory, the procedure is not the system. 
Encourage your front-line workers to follow procedures cautiously as they 
monitor and understand what is really happening with the work—with assets 
and hazards for every written step.

In summary, a chronic uneasiness is best described as an ongoing mindfulness 
about the work at hand exhibited by the following attitudes:

•	 a preoccupation with impending or current transfers of energy, movements 
of mass, or transmissions of information that could harm an asset if 
performed out of control;

•	 an awareness of the presence of hidden hazards in the workplace, such as 
land mines, faulty defenses, and error traps;

•	 a preoccupation with changes to critical parameters of an asset;
•	 a humble acknowledgement of one’s fallibility—the capacity to err;
•	 a reluctance to consider any job or situation as “routine.”

The front-line worker—hazard or hero?

Humans are known to hurt themselves and others, to break things, and to 
lose things, among other lifelong blunders—it’s in our genes. Errors happen! 
There are no such things as perfect procedures, perfect knowledge, or perfect 
defenses—people, workplaces, operations, and intrinsic risks are dynamic, 
changing day to day, often moment by moment. Events happen! When errors 
trigger events, too often people are blamed for their “lack of judgment” or 
“carelessness.” However, people, though fallible, do much more than simply 
follow rules—they think and adapt.21 Despite their fallibility, it’s only front-line 
workers—the specialists in their work—who can see these variations in risk 
and are capable of adapting correspondingly. Yes, they are indeed a hazard but 
also the hero.22

For hundreds of years, workers have been perceived as instruments or tools 
used to accomplish someone else’s goals. In days past, most work was physical, 
observable in nature. A worker’s job was simply to do what he/she was told to 
do, no more, no less. That translated into compliance.

Today, the preponderance of work is more information-based. Most work is 
a combination of physical and mental activity. Much of the activity goes on in 
the heads of those who do the work. Given the variable nature of work and the 
workplace, workers must be able to adjust their practices to meet the rise and fall 
of risks where they are. Workers are not tools. If treated as such—as followers, 
people will become passive, doing only what they are told to do—an unsafe 
climate anywhere. As some may say, “The best way to stay out of trouble is to 
follow procedures without question, not do anything else, or make decisions.”23 
Alternatively, I strongly suggest that front-line workers be perceived and treated 
more as “agents” of the organization—representatives of the organization—
enabled to make safe adjustments consistent with the values and priorities of 
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the organization’s leadership. Dr. Fred Nichols, Distance Consulting, LLC, says 
the following about how employees should be perceived by their managers:24

Instead of simply carrying out prefigured routines, employees must now 
configure their responses to the circumstances at hand and these typically 
vary from situation to situation. Interactions are now between people and 
information and people. In short, employees, not industrial engineers, 
must now figure out what to do and how to get it done. What is now 
wanted from employees are their contributions, not their compliance. To 
contribute, employees must exercise discretion and to do that they must 
be granted an appropriate degree of autonomy. Today’s employees are 
better viewed as agents, acting on their employer’s behalf and in their 
mutual best interests, instead of as mere instruments of managerial will.

People like to accomplish goals, make things better, be effective, and be efficient 
at the same time. A work context fraught with unclear procedures, insufficient 
tools and resources, poor working conditions, improperly configured process 
systems, and worn out equipment, tends to lead to adjustments on the job—
most for good but some for ill—all products of the way your system works.25 
Adjustments in the workplace often look like errors in the form of faster vs. 
slower, out-of-sequence actions, earlier vs. later, different direction, etc., except 
that legitimate adjustments are intentionally oriented in accomplishing one or 
more goals. In his book, Safety-I and Safety-II, Dr. Erik Hollnagel describes three 
reasons (general work situations) why people adjust their performance.26

•	 Maintain/create conditions for use in the future. These are activities taken (based 
on previous experience) to establish or preserve conditions necessary to 
accomplish the work, or conditions important to comfort, coordination, 
timeliness, access to and availability of resources, safety, etc. For example, 
working a little faster to create time later, adding individuals for specific 
tasks to avoid overloading one individual, arranging engineers to stand 
by their telephones to respond to technical questions; adding temporary 
lighting to the workplace, etc. Mostly, these activities ensure sufficient time 
is allotted.

•	 Compensate for something missing. People respond to the discovery of some 
unacceptable conditions that occur during a job that impede accomplishment 
of work, such as workarounds, broken tools, inoperative indicators of critical 
parameters, unavailable parts, insufficient time, missing technical data or 
information, malfunctioning equipment, weather, etc. Such situations 
tempt people to make trade-offs or take shortcuts.

•	 Avoid future problems. People take actions to avoid foreseeable, negative 
consequences to themself, to the work group, or to the organization, 
if continuing unchanged would surely lead to problems. For example, 
changing a schedule; adding ventilation to avoid heat-related issues; 
avoiding interruptions with a “do not disturb” sign, etc.
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Don’t think adjustments are inherently bad. In reality, most adjustments by 
front-line workers are necessary to maintain control. It’s a good thing when 
workers make adjustments for safety, whether or not the adjustments follow 
procedures and adhere to management expectations. Information about one’s 
work is never fully complete, and the time available is rarely adequate. Therefore, 
front-line workers need the flexibility to adjust—to adapt—when the safety of 
assets is in jeopardy. Managers should give front-line workers the authority 
to always protect assets—to deviate from procedures or stop operations when 
they are unsure—to act as the organization’s agents to do what is prudent to 
avoid injury, damage, or loss, and to get help. This is policy-level guidance that 
should clarify the boundaries and situations associated with such decisions—
such guidance must be explicit and trained on before giving people freedom to 
deviate from procedure—to act responsibly as the organization’s agents in the 
workplace.

Technical expertise—the bedrock of Risk-Based Thinking

An event occurs when an asset suffers harm—the boundaries of what is safe 
for an asset is exceeded. If front-line workers are to avoid harm to assets during 
operations—when procedures and processes provide insufficient guidance—
they must possess sufficient technical knowledge and understanding of the 
safety boundaries for all the assets they work with on the job.

I served seven years on active duty in the United States submarine service, 
during which time, I experienced firsthand the emphasis on technical knowledge 
and skill in the Naval Nuclear Power Program. The U.S. Navy has launched 
more than 200 nuclear-powered ships, using 30 different power plant designs, 
with over 500 reactor cores brought into operation since the start of the nuclear 
power propulsion program in 1948. As of 2006, those ships logged more than 
5,700 reactor-years of operation and traveled well over 134 million miles. Since 
the launch of the U.S.S. Nautilus (SSN 571) in 1950, the Navy has not suffered 
a single, reactor-related casualty or uncontrolled release of radiation.27 The 
officers and sailors who operate these nuclear propulsion systems know how 
these systems work and their safety limits.

Admiral Hyman G. Rickover, the revered “father of the nuclear navy” (now 
deceased), considered training a core value, and it continues to be so to this 
day. Highly knowledgeable and well-skilled operators and leaders cannot be 
considered a luxury where safety and resilience are concerned. There is no 
room for guessing. At the slightest indication of vagueness or ambiguity about 
safety, Admiral Rickover demanded facts. A “reluctance to simplify”28 is another 
key tenet of high-reliability organizations (HRO).29 Deviations from normal 
operating conditions were readily recognized and consistently reported—I 
remember there was an exceptionally low threshold for what counted as a problem 
or incident. To recognize a deviation (to see problems), Admiral Rickover 
demanded that his officers and sailors possess detailed technical knowledge of 
the submarine’s reactor systems, equipment, and machinery spaces for which 
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they were responsible. Without such knowledge, operators may know what to 
do, but not know why. Admiral Rickover continually emphasized training on 
reactor physics, fluid flow, thermodynamics, etc. as expressed by him:

“We train our people in theory because you can never postulate every 
accident that might happen…[T]he only real safety you have is each 
operator having a theoretical and practical knowledge of the plant so he 
can react in any emergency.”

—Hyman G. Rickover30

Admiral Rickover believed that to manage the operation of a nuclear 
submarine propulsion system (or any high-risk industrial operation for that 
matter), you have to fundamentally understand its technology.31 This was not a 
general overview of how things worked. Rather, it was a detailed understanding 
of the engineering, science, chemistry, and physics behind the processes. 
The requirement for technical knowledge didn’t stop with the Engineering 
Department Officer. The technical knowledge requirements went all the way 
from the enlisted personnel (operators) up to the submarine’s commanding 
officer (executive). In the U.S. Submarine Force, the higher you were on the 
organization chart, the better your technical knowledge was supposed to be.

Because of their expertise, your best performers likely have a deep-rooted respect 
for the technology they work with. This is more than simply knowledge. Expertise 
includes understanding, experience, and proficiency. Practitioners, operators, and 
craftsmen not only understand the safe and proper means for transfers of energy, 
movements of mass, or transmissions of information, they also understand when 
and how pathways between assets and intrinsic hazards are created and how that 
could potentially cause harm—if they lose control. Top performers continuously 
update and calibrate their awareness of hazards and their proximity to assets. 
Consequently, they more readily anticipate the worst, recognize the mistakes they 
dare not make, and equip themselves to respond appropriately.32 They readily 
recognize when production activities could harm assets.

“Control without competence is chaos.”
—L. David Marquet

Author: Turn the Ship Around (2012)

Conservative decision-making

Conservative decision-making is a deliberate means of thinking and deciding, 
and is used to anticipate the potential effects of a workplace decision on the safety 
of specific assets, in the here and now. Conservative decisions are followed with 
a plan of action that preserves the integrity of assets and the effectiveness of their 
defenses despite the unyielding presence of production pressures. Conservatism 
is necessary to allow for possible unknown and unforeseen effects.33 This is the 
essence of conservative decision-making and the long-term, reliable operations 
it produces.

Review Copy - Not for Distribution 
Tony Muschara - Muschara Error Management Consulting, LLC - 12/12/2017 



96 Risk-Based Thinking and uneasiness

Warning! Never proceed in the face of uncertainty! Do not assume safety is 
present—verify work can be accomplished safely for all assets associated 
with the work at hand. Safety is what you do. Prove it safe!

Profit goals, production pressures, and financial constraints are facts of life in 
the marketplace and always oppose safety. In the heat of the moment, when safety 
and production goals conflict, safety should be the default response. Executives 
and their line managers must take care to inculcate a worldview of risk in the 
workplace that avoids being blind to the consequences of one’s actions.34 People 
must believe that preserving the safety of assets for the long term is always 
more important than achieving near-term production goals. Otherwise, people 
will tend to sacrifice safety in deference to production.

To make a conservative decision one must presume that the decision-maker 
possesses the requisite technical knowledge and know-how to understand 
where an asset’s boundaries for safety are and what to do to preserve those 
boundaries. (Recall the safe operating envelope.) Without proper technical 
expertise, the ability to make conservative decisions is suspect. With this in 
mind, I propose the following thought process for making a conservative 
decision—GRADE:

1 Goal. Clarify the desired safety state (goal) for key assets for the 
current situation, using the assets’ critical parameters and their limits 
(administratively and physically) before taking any action.

2 Reality. Recognize the current state of key assets (critical parameters) and 
their pathways for harm as they arise. Demand facts. Avoid assumptions. 
The difference between the goal state and current reality defines the safety 
problem.

3 Analysis. Determine what has to happen to close the safety gap—to ensure 
the integrity of assets and their defenses (typically barriers). Assess the 
ability and time needed to restore a safe situation—buy time, if practicable. 
Develop options that will restore the goal safety state. Anticipate what will 
happen for each option. Determine the costs, benefits, and risks of each 
option (if time exists).

4 Decision. Choose and execute a course of action that will achieve the goal 
safety state. Decide who will do what by when. If time is scarce, adjust the 
response accordingly with the resources available to place the asset in a safe 
condition. Identify the key process indicator(s) of the asset’s goal safety state 
(critical parameters). Consider what to do if things do not go as expected.

5 Evaluation. Monitor how an asset’s critical parameters vary in response 
to the actions taken. Review the effectiveness of the decision in achieving 
the goal safety state. Perform a post-job review or after-action review after 
completing the work or at the end of the shift.
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Notice that the depth of analysis and the process of decision-making varies 
depending on the seriousness of the issue and the availability of time. The 
logic of the process lends itself to use in rapidly changing situations just as it 
would for more low-tempo operational scenarios. Also, notice that conservative 
decision-making is fundamentally Risk-Based Thinking applied—the four 
cornerstone habits of thought are present in each step of GRADE. To embed 
conservative decision-making into the workforce—to make it a habit, people 
must be trained on it and given frequent opportunities to practice using it under 
stress in operational settings.

Given our human limitations, unable to see and understand everything that 
is happening at once, it would make sense to give the front-line workers, those 
closest to the assets and intrinsically hazardous work processes, the ability to 
make conservative decisions to protect assets when the system would otherwise 
lead to harm. Just as it takes teamwork to suffer an event, it takes teamwork to 
preserve safety. Remember, managers are not perfect and need backup, just as 
front-line workers need backup. A special “culture” has to exist that gives front-
line workers such flexibility, welcoming them as agents of the organization—
representing the best interests of other workers and the organization.

Safety is a core value

Unless concern about the protection of assets is explicitly and compellingly 
fostered, production behaviors will naturally deter protection behaviors. 
Conservative decisions are more likely when most people adopt safety as a core 
value (from the heart) rather than treat safety as just another priority or a goal to 
be measured.35 When considered a core value, safety is something they will do 
regardless of their priorities, resource constraints, pressures, etc. Doing things 
safely becomes an essential part of all operational practice, not an add-on. This is a 
leadership challenge.

I always chuckle whenever I see a large vehicle moving down the highway 
with a bumper sticker that displays the slogan, “Safety is my goal.” Of course, 
that’s never true. If it was, then the driver of that vehicle would promptly 
park it. It’s a noble thing to promote safety in such ways, but you have to be 
honest with yourself. Line managers are particularly susceptible to situations 
where production and safety demands suddenly compete. In the urgency of 
the moment, managers, supervisors, and even front-line workers tend to 
believe safety exists since “we haven’t had any events”—and push ahead with 
production activities, unknowingly sacrificing safety margins for assets.

Healthy, resilient organizations do not sacrifice their risk-management 
activities to save money in hard times; neither do they assume their operations are 
safe just because nothing bad has happened. H&OP and Risk-Based Thinking 
do not wax and wane with the turnover of people, resources, and profitability.36 
When integrated throughout an organization, Risk-Based Thinking stimulates 
mindful analysis and reflection of assets and their hazards and the occurrence 
of pathways, high-risk touchpoints, and how to control them.
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Nancy Leveson, in her book, Engineering a Safer World, emphasizes the 
emergent nature of safety and risk in organizations:37

Safety is an emergent property of the system that is achieved when 
appropriate constraints [defenses to protect assets] on the behavior of the 
system and its components [people, processes, equipment, and assets] are 
satisfied. … Instead of defining safety management in terms of preventing 
component failures, it is defined as creating a safety control structure that 
will enforce the behavioral safety constraints and ensure its continued 
effectiveness as changes and adaptations occur over time. [Information in 
brackets added.]

Risk is dynamic—hazards come and go throughout the production 
workday. Just as one does during his/her commute to and from work each 
day, front-line workers must constantly adjust their functioning to match 
emerging operational conditions that pose new threats to an asset’s safety. Just 
as temperature, pressure, and density are properties of water, managers of top-
performing companies understand that safety is a dynamic and ever-changing 
property of the organization. The current level of safety is an outgrowth of 
how the organization functions and operates—technically, organizationally, and 
socially—an emergent property of the system.38

So, how do you know that safety is present? What evidence do you rely 
upon to confirm or prove that the workplace is safe—for every task, job, and 
operation? Safety is not only a condition—procedures, locks, fences, passwords, 
personal protective equipment! Risks and dangers are not always stable, and in 
some industries, they are in constant flux. Doesn’t it make sense that safety, too, 
must be responsive and dynamic? To verify the presence of safety, I encourage 
you to look at the behaviors people choose in response to changing risks. Safety 
is what people do to protect assets against a loss of control of intrinsic hazards 
during operations. Just as in war, friendly forces must adapt to counter the 
enemy’s moves.

Personally, I don’t like the idea of “balancing” safety and production. What does 
it mean to balance safety and production? If I must sacrifice a safety margin to 
achieve a production objective, then something is wrong in the design of the work 
system. If safety of assets cannot be assured—always, then the production process 
must be interrupted, and subsequently modified, until safety can be guaranteed. 
This is another reference to “conservative decision-making.” Whenever there is a 
conflict between production and safety goals, the default decision is to assure the 
safety of assets. If you cannot operate safely, don’t operate!

Risk-Based Thinking is an operating philosophy that influences not only the 
way front-line workers do their job but also how managers and supervisors do 
theirs. Safety, when accepted as a core value, will not be sacrificed as production 
demands change with the marketplace.
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Things you can do tomorrow

1 Is there a corporate policy on when and how front-line workers can exercise 
autonomy in the workplace for the purpose of safety? If yes, is it clear, and 
are people adequately trained on how to make conservative decisions? If no, 
what elements would such a policy address?

2 Periodically refresh people’s memories of past significant events within 
the company and industry. Reinforce Risk-Based Thinking and chronic 
uneasiness during the conversation. Check if operating experience is 
incorporated into formal training programs.

3 Discuss with your colleagues and/or direct reports what it means that Risk-
Based Thinking is a “fundamental first principle.”

4 Whenever you talk about production goals, activities, and schedules, specifically 
address the safety implications and related controls and defenses, concurrently.

5 To reinforce Risk-Based Thinking as an operational norm, management teams 
should reserve time on their production meeting agendas to discuss safety. In 
particular, for scheduled operations, line managers could brainstorm likely 
workplace scenarios that could create safety-production conflicts for front-
line workers. Guidance for making conservative decisions would be made for 
those scenarios and then communicated to appropriate production personnel.

6 Adopt the language of H&OP in your interactions with others (see Glossary).
7 Realize that H&OP is not simply about preventing error, improving 

performance, achieving excellence, or accountability. It’s a way of thinking 
about and managing risk. It’s an operating philosophy. Discuss with your 
colleagues or direct reports what their operating philosophy is. Identify 
how it corresponds to or differs from Risk-Based Thinking. Do you need 
to formalize your operating philosophy?

8 Think about how Risk-Based Thinking and chronic uneasiness can be 
incorporated into your operation. Ask your management team for their 
opinions and input.
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